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P TR#E

XFEEAFXERR

= deveco.imi A DevEco Home &% debugtool X m
& Stack Analysis 0i0 Image Analysis
Memory Regions Memory Details File Size Module Size
Region Start address & End address Size ¥ Free % Used 3 Usage(%:)
BIN 0x000000000040d3c0 0x0060d3c0 2048.00 KB 1379.99 KB 668.01 KB 32.62%
ROM_TEXT 0x00000000003b8000 0x003fd7e0 277.97 KB 16 B 277.95 KB 99.99%
ROM_DATAO 0x000000000011d7c0 0x0011d7el 32 B 24 B 8B 25.00%
ROM_DATA1 0x000000000011d7e0 0x0011decs 1.73 KB 0B 1.73 KB 100.00%
ROM_BSS 0x000000000011a9c0 0x0011d7c0O 11.50 KB 4B 11.50 KB 99.97%
STACK 0x00000000001185c0 0x0011a9c0 9.00 KB 0B 9.00 KB 100.00%
CHECK_INFO 0x000000000011dfc0 0x0011e000 64 B 0B 64 B 100.00%
FLASH 0x000000000040d3c0 0x00600000 1995.06 KB 1327.05 KB 668.01 KB 33.48%
PATCH_BSS 0x00000000000d8000 0x000d3400 1.00 KB 0B 1.00 KB 100.00%
RAM 0x00000000000d48400 0x001185c0 256.44 KB 207.31 KB 49.13 KB 19.16%
EXTERMN_ROM_DATA1_BSS 0x000000000011decs 0x0011dfcO 248 B 16 B 232 B 93.55%
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BERGFFAER

A Devico Home X @& debugtool X

[ Stack Analysis 0i0 Image Analysis
Memory Regions Memory Details File Size Module Size
MName Run address{VAM)

+ | ROM_DATAQD

+| BIN
[=] FLAsSH

+ | .text_non_rom 0x0040d3c0
+ | .zZlnit 0x004afd80
+ | ram_text 0x000d 8400
+| .data 0x000db720
+ | .data_rom1 0x0011d7el

+| RAM

+| ROM_DATA1

+| PATCH_BSS

Load address{LMA)

0:x0040d3c0

0x004afd80

0x004afda0

0:x004b30c0

0x004b3cel

Size

2048.00 KB

1995.06 KB

650.44 KB

12.76 KB

3.03 KB

1.73 KB

256.44 KB

1.73 KB

1.00 KB
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£ deveco.ini A DevEco Home @0 debugtool X o
3 Stack Analysis 0i0 Image Analysis
Memory Regions Memaory Details File Size Maodule Size

o

File Name Sum ais = ais = T = - o — = o e - o — = o o -
+| libbsp_base.o 8337457 8... 4 e 0 0 0 8... 0 S o] 0 0 o] 0 0 0 0 o] 0 0 o] 0 0
+ | unknownFile 1043 e 0 Ehm 0 28 St 26 0 86 26 Uerm 0 £k 0 0 0 0 o] 0 0 o] 0 0
+ | libwifi_base.o 207095 g 0 g 0 g 0 8. o] 4. o] 0 0 o] 0 o] o] 0 o] 0 0 o] 0 o]
+ | libwifi.a 25465 g 0 8. 0 o] 2 o] o] 1... o] 1. 0 o] 0 o] o] 0 o] 0 0 o] 0 o]
+ | liblitekernel_... 4173812 4. 4 o] 0 2. 8 36 o] 3. o] 0 0 4. 0 o] o] 0 o] 0 0 o] 0 o]
+| libgcc.a 8381944 8. ] 2. ] 0 ] 0 o 0 0 ] 0 0 0 0 o 0 3. ] 1... I... 0 ..
+| libc_base.o 8349696 8. ] 0 ] 0 4 4 o 12 0 ] 0 0 0 0 o 0 0 ] 0 0 0 0
+| libsec_base.o 3024 Shm 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
+| liblitekernel_f... 14113 0 0 1k 0 1k 56 0 1... 0 0 i 0 0 0 0 0 0 0 0 0 0 0 0
+| libwifi_flash.a 170272 0 0 1k 0 Zhm Uerm 0 0 0 0 i 0 0 0 0 0 0 0 0 0 0 0 0
+| libwifiiot_app.a 1445 0 0 1k 0 0 23 0 0 0 o] 0 0 o] 0 0 0 0 o] 0 0 o] 0 0
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£ deveco.ini X #A. DevEco Home &% debugtool X m
B Stack Analysis 00 Image Analysis
Memory Regions Memory Details File Size Module Size
o
Module Name Sum . — . - L - — - — = — = - — - — — - — — - — —
libwifi_base.o 207095 1... 0 1... 0 1... 0 8... 0 4... 0 0 0 0 (o} 0 o 0 0 0 0 0 0 (o}
+ | unkmown 537431 1... 0 5... 0 . 2l o} 1... P 2 1... 0 0 64 0 0 0 0 0 0 0 0 85
liblitekernel_... 4173812 4. 4 0 0 2 a8 36 0 5 0 0 0 4. o} 0 0 0 0 0 0 0 0 o}
+| lib-gcc 5381944 8. 0 Zh 0 o] 0 (o] 0 (o] o] 0 4] 0 (o] 0 (o] o] St 0 7... 0 4...
libc_base.o 8349696 8... 0 4] 0 4] 4 4 0 12 4] 0 4] 0 o] 0 o 4] 0 0 4] 0 0 o]
libsec_base.o 3024 Bt 0 4] 0 4] 0 o] 0 o 4] 0 4] 0 o] 0 o 4] 0 0 4] 0 0 o]
+ | driver-uart 3377 0 0 2 0 1... Zh o] 0 o 4] 31 4] 0 o] 0 o 4] 0 0 4] 0 0 o]
+ | kernel-ext-cp... 562 0 0 5... 0 24 0 o] 0 24 o 0 o 0 o] 0 o o] 0 0 o] 0 0 o]
+ | net-lwip 111040 0 0 1... 0 4] 4. 0 0 o o 1... 0 0 0 4} o 4] 4} 0 4] 0 0 0
+| compat-cmsis 1098 0 o} 1... o} 0 v} (o} 0 (o] 0 o} 0 o} (o} v} (o] 0 v} o} 0 0 o} (o}
libasm_flash.o 1530 0 o} 72 o} 1... o} (o} 0 0o 0 o} 0 o} (o} o} 0o 0 o} o} 0 0 o} (o}

Component Sum Size Module Sum Size
compat-cmsis(1098) T pad(1042) libwpa.a(110285) [ libwifi.a(25465)
net-hanp(111040) IS unknown(537431) libspiffs.a(18260) liblitekernel_flash.a{14113)
kermel-ext-cpup(562) libmbedtls.a(67064) libwifi_flash.a(170272)
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£ deveco.ini A DevEco Home &% debugtool X M
[ Stack Analysis 0i0 Image Analysis
Function List Call Graph
Function Name Local Cost Location
norflash_suspend_check_irg a norflash_dne.c:405
wifi_agent_recv_cb a wifi_agent.c:279
wifi_agent_sender 48 wifi_agent.c:314
wifi_agent_get_tx_buf 24 wifi_agent.c:91
wifi_agent_send_tx_buf 16 wifi_agent.c:112
wifi_agent_receiver 40 wifi_agent.c:294
wifi_agent_init 16 wifi_agent.c:379
hal_psram_init 40 hal_psram_w2.c:1184
hal_psramuhs_hold a hal_psramuhs.c:643
hal_psramuhs_release a hal_psramuhs.c:650
hal_psramuhs_init 16 hal_psramuhs.c:659

[1([2]|[3]|[4]|5 428 || >
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£ deveco.ini A DevEco Home @ debugtool X
[[& Stack Analysis 0i0 Image Analysis
Function List Call Graph

Function Name

+| pmu_pll_div_set

+ pmu_get_efuse

pmu_sys_freq_config

hal_cmu_sys_get_freq

hal_sys_ms_get

hal_fast_sys_timer_get

+| hal_sys_timer_calib_end

+ hal_sys_timer_calib

hal_sys_timer_ticks_to_us

__pmu_dig_init_volt_veneer

__pmu_dig_set_volt_veneer

Depth

(%5}

(%5}

Max Cost

100

92

Local Cost

24
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Location
prmu_best2003.c:1095
pmu_best2003.c:1156

pmu_best2003.c:2687

hal_timer.c:509

hal_timer.c:573

1|2|3 4 5 481 >
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03 MEESIT TR, AERGHRIR

PerfiARED T TR, ETSMREFRITRIRE, ST
LiteOSHZFEIMEALI. RRiEENDH, BI/RBIE
REARAN.

R . RESHAERRENITETE
EHEAEI . SREETAPC, BackTracess, fi#trt

TE{FPMUSREE
ERHFT RREE
R FIEARFus

B PerfiBIMERERIN, HHENARSTILREMLL.
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et TR RFIE

= MRS X « = F @M & @O
section id: |0 | cpuid: |1 v| | EfEmAETEAE O EEE
Samples: 461
Children Self Symbol
0.00% OsTaskExit
> 0.00% OsTaskEntry
> 0.00% PerfTestTask
> 0.00% test
> 0.00% boo
e bar
bar
boo
test
PerfTestTask
OsTaskEntry
OsTaskExit
> 4.77% 4.77% foo
> 1.08% 0.00% thread_loop
> 1.08% 0.00% TaskRdrHush

> 1.08% 1.08% os_cache_flush
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04 Trace =17
s g = AJ{{L , AERERIETHIE
Trace BHEES, BT SRARILittOSPIRES AR THERNEE !

S0Me] 7 i Lite OS PIARRIEA THALE? RiCsazt, YT, RIS tREN T, &5
SRS RS S B SR B FRER, HEANFENR, BRTHAERETENERLAE

‘ (ST,
AT RSB P R 2V (5 PR ST 472 _
NI B R R B S ISR

W . B Trace TREGIEHONID, SRR,
D . B Trace ST RASERIIIRIE, TERBEHEAL




gl it

Task B Queue B Semaphore B Mutex B Timer B Hwi B Event B Heap

Export to Excel

BeEER CPU ID

w

00:00:20.476.435
00:00:20.488.120

00:00:20.488.148

S o |2 ©

00:00:20.516.891
00:00:20.516.921

=

00:00:20.518.211
00:00:20.567.131
00:00:20.569.646
00:00:20.573.120

00:00:20.576.611

- IN-T-I - B-T-

00:00:20.580.065
00:00:20.588.038 1
00:00:20.591.511

-

00:00:20.599.492 L]

CPURE X

EREER BESR

ESEEF

S ————
M Interrupt
M Interrupt

M Interrupt

B SerialShellTask [l trace_f02 [ trace_fO1

LR

D4k Trace T B 7k

- L L S N — O

M osinterrupt out: hwiNum—89

M osinterrupt in: hwiNum=90

M osinterrupt out: hwiNum=90

M Task Switch: task switch to tcpip_thread

Switch: task switch to trace_f02
Switch: task switch to trace f01
ermupt in: hwiNum=64

Switch: task switch to trace_f02

M Task Switch: task switch to tcpip_thread

M Task Switch: task switch to trace_f02

M Task Switch: task switch to tcpip_thread

M LOS_TaskPriSet: task=tcpip_thread

M Task Switch: task switch to trace f02

M LOS TaskPriSet: task=tcpio thread

-

= B B &

cpul

BB icpip_thread [l eth_irg Task [ Swt o

00:00:20.576.611

00:00:20.922.771

100%
80%
60%
40%
20% -

0% -

00:00:21.229.535

ETHuE <
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TR AFEREKX

B SerialShellTask [l trace f02 [ trace_fO1 [l tcpip_thread [l =th_irq_Task [l Swt_Task

00:00:20.506.038

00:00:20.520.000

00:00:20.550.000

00:00:20.580.000

00:00:20.610.000

00:00:20.670.000

= AfFmEE X

180,000

—&@ heap_usage - heap_free

« | LOS_TaskPriSet task=tcpip_thread

- [ Task Switch: task switch to trace 02

@ heap_total

150,000

120,000

90,000

50,000 -

30,000 -

———— "

4]
00:00:00.624.585

00:00:00.666.977

00:00:00.671.994

00:00:01.065.35

2021
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C Ims_demo.c >

demos » Ims > € Ims_demo.c > ) LMS_Case HeapOverflow(vOID)

a2z
43
a4
as
a6
a7
as
a9
se

52
53
54
55
56

2=

w0 COM75 v
R (R

FAFEN T R
S B

BRANRERREREENFERER, RERAFREEM?
ZE pe. Ir FHFEasmX Y, EfnuREE?

[\ |

#define TSK_PRIOR_LMS 4

ic UTNT32 LMS_cCase_HeapOverflow(WVOTID)

buf = LOS_MemAlloc{m_aucSysMem@, 4); /% mem s
tmp-=-buf[4];

» the LMS prints the read error information =

ret = LOS_MemFree(m_aucSysMem@, buf);

ic UINT32 Example_TaskLMS{WVOID})

£ f= ) el Emt
EFEE 115200 -

Iy None

29 [ERR] Acce=z=zable heap addr
3@ [ERR] Heap red zone

IMS BackTrace Start
34 runTask—>taskMame = IMS_HAME
35 runTask—>taskId = 3

0 .

trace begi

k 1 — lr = Ox0801182: — fr = 0x0S0117fS

1 = Function Name: LMS Case HeapOverflow

® = File: d\10 LiteOSOpenSource\Codehub-LiteOS\Huawei L iteOS\demos\ims\ims_demo.c

T 0x08019dds — fp = Ox0S010£95
D:x0501

TazkLms LOS_TazkDelay Dome.
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05: BERAFIEN, —REMNFIDE
BERAFEN, BEFERT FRAFRSIRCRZRFINS, A RER
RLiteOSPIIZ ERNTFEEMEE,
XIFANTIEE:

- SCRIRENIZAAfFRRR, 40:
ZPXimtt., BURER. SERBIEREETHS
- IRNRERATSERTFTED Rt

#E&backtrace, HRIE—HETERLBIRUTAZER.
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